Tieto Compliance Cloud
For a more secure IT
environment o
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Tieto Compliance Cloud (TiCC) is a platform
that helps you comply with regulatory
demands, without having to host your own
servers - or lower your level of security.

TiCC is an industry-specific solution for financial services. Cloud services from Tieto follow your IT
rules; your network, firewalls and security demands.

Key benefits from Tieto Compliance Cloud:

Transparency-
you know what is
happening

Strategy-
road mapping with
your dedicated

Security Partner

Security-
compliance with
regulations, updated
continuously

Control-
you always
have the final say

Overview-
one Single Point
of Contact for
your IT security

TiCC is a PCI DSS compliant platform which you could connect directly to, avoiding developing
and maintaining your own compliant PCI DSS environment. TiCC gathers everything in one single
cloud-based and secure environment, making it easy for you to have full control over your data.
Organizations that do not comply with PCI DSS may be subject to: fines, card replacement costs,
costly forensic audits, brand damage and withdrawn permission from VISA and Master Card.
Compliance with PCI DSS means that your systems are secure and your reputation with acquirers
and payment brands is improved.




Remain secure in the cloud with TiCC

Many worry about moving to cloud; the two
biggest reasons to why people mistrust cloud

is that they do not think it is safe enough and
they do not think that cloud can help them to
be compliant with necessary regulations. This is
where TiCC comes in.

With TiCC you will be fast-tracked towards
becoming compliant without taking any
security risks. You can rest assured in that
your business-critical data is stored in a
controlled environment in Sweden and with
higher data management security, continuous
surveillance and advanced risk management
awareness. Both our data centers have passed
PCI DSS QSA audits, and once every year an
independent auditor examines Tieto’s cloud
environment, making sure it is maintaining a
high level of security.

We provide assured competence of PCl DSS
and information security. The regulations for PCI
DSS is updated every year, and so is TiCC — to
make sure that your data is stored correctly.
Customers and payment brands can trust you
with their data.

A safe transition for your data

The process of moving to TiCC is well-
documented, and you enjoy full transparency
throughout the whole process. The project

is carried out in three parts: preparation,
implementation and completion. During
preparation, we, together, come up with an
information plan that is then used throughout
the project. The plan guarantees that all
concerned parties are receiving information on
how the project progresses. We do not make
any decisions without your say-so — you are in
control.

Your IT environment is divided into appropriate
systems groups (or Move Groups) which all
contain servers, applications and belonging
data. These groups are then moved in batches,
making sure that the transit process is safe and
secure.

Throughout the transition process, quality
checks are carried out, such as risk analysis,
and it is monitored closely until the project is
completed.



A Security Partner to guide you With Tieto as your partner, we can ensure that
the integration into your existing IT systems runs
smoothly. As the biggest certified supplier in the
Nordics, we provide compliant infrastructure,
application, support and development based on
a transparent cost model, that enables you to
only pay for the capacity that you actually use.
This means that you do not have to invest in a
complex solution that you do not know what
you are going to get in return from.

For that single point of contact, TICC comes
with a dedicated Security Partner who will be

a sparring partner and a sounding board in
security issues, helping at every step of the way.
The Security Partner helps you with everything
that concerns IT security, and is with you during
the whole transition process. After the transition
process is completed, the Security Partner
continues to be your guide and sounding board.

With the right solution and co-operation, there
is N0 need to fear cloud services. Keeping your
data secure and enabling compliance in the
cloud for you is our number one priority. Let’s
embark on this journey together.

You meet with your Security Partner once
every month to discuss what needs to be done
regarding your IT security. Together you come
up with short and long term plans, making sure
that your business is secure, now and in the

future. . . "
Customise your cloud service to fit

Using TiCC, you reduce personnel costs, you do ~ Your needs, scale up or down on:

not have to build and maintain any server rooms e compliance
and you also get help with building a secure in-

depth strategy for your IT security. * security
e guidance
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Tieto aims to capture the significant opportunities of the
data-driven world and turn them into lifelong value for
people, business and society. We aim to be customers’
first choice for business renewal by combining our
software and services capabilities with a strong drive for
co-innovation and ecosystems.

www.tieto.com

tieto



